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(AGM) III 
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Engineering Acceptance Document v1.0 

For the United States Army Netcom/ESTA  
 

DISCLAIMER 

The contents of this document and/or media are not to be construed as an official Department of the Army position 
unless so designated by other authorized documents.  The use of trade names in this document and/or media does not 
constitute an official endorsement or approval of the use of such commercial hardware or software.  Do not cite this 
document for the purpose of advertisement.  Do not release to other than the intended recipient(s). 

 
CHANGES 

Refer requests for all changes that affect this document to:  Director, NETCOM/ESTA, ATTN:  NETC-EST-G, Fort Huachuca, 
AZ  85613-7070.  

 
DISPOSITION INSTRUCTIONS 

If this document/media is no longer required then it should be destroyed rather than returned to the issuing 
organization.  Safeguard and/or destroy this document with consideration given to its classification or distribution 
statement requirements.  

This is a Sensitive but UNCLASSIFIED document. 
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[Unicode] 
Unicode=yes 
[Version] 
signature="$CHICAGO$" 
Revision=1 
[System Access] 
MinimumPasswordAge = 1 
MaximumPasswordAge = 90 
MinimumPasswordLength = 10 
PasswordComplexity = 1 
PasswordHistorySize = 24 
LockoutBadCount = 3 
ResetLockoutCount = 15 
LockoutDuration = -1 
ForceLogoffWhenHourExpire = 1 
NewGuestName = "xguest" 
ClearTextPassword = 0 
LSAAnonymousNameLookup = 0 
EnableAdminAccount = 1 
EnableGuestAccount = 0 
[Event Audit] 
AuditSystemEvents = 3 
AuditLogonEvents = 3 
AuditObjectAccess = 2 
AuditPrivilegeUse = 2 
AuditPolicyChange = 3 
AuditAccountManage = 3 
AuditProcessTracking = 0 
AuditDSAccess = 0 
AuditAccountLogon = 3 
[System Log] 
MaximumLogSize = 20480 
AuditLogRetentionPeriod = 1 
RetentionDays = 30 
RestrictGuestAccess = 1 
[Security Log] 
MaximumLogSize = 20480 
AuditLogRetentionPeriod = 1 
RetentionDays = 30 
RestrictGuestAccess = 1 
[Application Log] 
MaximumLogSize = 20480 
AuditLogRetentionPeriod = 1 
RetentionDays = 30 
RestrictGuestAccess = 1 
[Service General Setting] 
ALG,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;CCL
CSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
Browser,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;
CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
FastUserSwitchingCompatibility,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCR
SDRCWDWO;;;SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
SharedAccess,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;S
Y)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
Messenger,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(
A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
mnmsrvc,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;
CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
NetDDE,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;
CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
NetDDEdsdm,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;S
Y)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
RasAuto,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;
CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
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RDSessMgr,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)
(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
RemoteRegistry,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;
SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
RemoteAccess,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;
SY)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
lanmanserver,2,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;S
Y)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
SSDPSRV,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(
A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
Schedule,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;
;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
TlntSvr,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY)(A;;C
CLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
TermService,4,"D:AR(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;BA)(A;;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;SY
)(A;;CCLCSWLOCRRC;;;IU)S:(AU;FA;CCDCLCSWRPWPDTLOCRSDRCWDWO;;;WD)" 
 
[Registry Keys] 
"MACHINE\SOFTWARE\Microsoft\Cryptography\Calais",0,"D:PAR(A;CI;KA;;;BA)(A;CIIO;KA;;;CO)(A;CI;KA;;;SY)(A;CI;KA;;;B
U)" 
"CLASSES_ROOT",2,"D:PAR(A;CI;KA;;;BA)(A;CIIO;KA;;;CO)(A;CI;KA;;;SY)(A;CI;KR;;;BU)" 
"users\.default\software\microsoft\netdde",2,"D:PAR(A;CI;KA;;;BA)(A;CIIO;KA;;;CO)(A;CI;KA;;;SY)" 
"users\.default",2,"D:PAR(A;CI;KA;;;BA)(A;CIIO;KA;;;CO)(A;CI;KA;;;SY)(A;CI;KR;;;BU)" 
"machine\system\currentcontrolset\hardware profiles",0,"D:PAR(A;CI;KA;;;BA)(A;CI;KA;;;AU)(A;CIIO;KA;;;CO)(A;CI;KA;;;SY)" 
"machine\system\currentcontrolset\control\wmi\security",2,"D:PAR(A;CI;KA;;;BA)(A;CIIO;KA;;;CO)(A;CI;KA;;;SY)" 
"machine\system\currentcontrolset\control\securepipeservers\winreg",2,"D:AR(A;CI;KA;;;BA)(A;CI;KR;;;BO)(A;CI;KA;;;SY)(A;C
I;CCRC;;;BU)" 
"machine\system\controlset002",0,"D:PAR(A;CI;KA;;;BA)(A;CIIO;KA;;;CO)(A;CI;KA;;;SY)(A;CI;KR;;;BU)" 
"machine\system\controlset001",0,"D:PAR(A;CI;KA;;;BA)(A;CIIO;KA;;;CO)(A;CI;KA;;;SY)(A;CI;KR;;;BU)" 
"machine\system",2,"D:PAR(A;CI;KA;;;BA)(A;CIIO;KA;;;CO)(A;CI;KA;;;SY)(A;CI;KR;;;BU)" 
"machine\software\microsoft\windows\currentversion\policies",0,"D:PAR(A;CI;KA;;;BA)(A;CI;KR;;;AU)(A;CI;KA;;;SY)" 
"machine\software\microsoft\windows\currentversion\installer",0,"D:PAR(A;CI;KA;;;BA)(A;CI;KA;;;AU)(A;CI;KA;;;SY)" 
"machine\software\microsoft\windows\currentversion\group 
policy",0,"D:PAR(A;CI;KA;;;BA)(A;CI;KR;;;AU)(A;CI;KA;;;SY)(A;CI;KR;;;BU)" 
"machine\software\microsoft\netdde",2,"D:PAR(A;CI;KA;;;BA)(A;CINPIO;KA;;;CO)(A;CI;KA;;;SY)" 
"machine\software",2,"D:PAR(A;CI;KA;;;BA)(A;CIIO;KA;;;CO)(A;CI;KA;;;SY)(A;CI;KR;;;BU)" 
 
[Group Membership] 
Power Users__Memberof = 
Power Users__Members = 
[File Security] 
"%SystemDrive%\SUPPORT",0,"D:PAR(A;OICI;FA;;;BA)(A;OICI;FA;;;SY)" 
[Privilege Rights] 
SeNetworkLogonRight = Administrators,Users 
SeTcbPrivilege = 
SeMachineAccountPrivilege = 
SeIncreaseQuotaPrivilege = *S-1-5-20,*S-1-5-19 
SeRemoteInteractiveLogonRight = 
SeBackupPrivilege = Backup Operators,Administrators 
SeChangeNotifyPrivilege = Users,Administrators 
SeSystemtimePrivilege = Administrators 
SeCreatePagefilePrivilege = Administrators 
SeCreateTokenPrivilege = 
SeCreatePermanentPrivilege = 
SeDebugPrivilege = 
SeDenyNetworkLogonRight = Support_388934a0,HelpAssistant,Guests 
SeDenyInteractiveLogonRight = Support_388945a0,HelpAssistant,Guests 
SeDenyRemoteInteractiveLogonRight = *S-1-1-0 
SeEnableDelegationPrivilege = 
SeRemoteShutdownPrivilege = Administrators 
SeAuditPrivilege = *S-1-5-20,*S-1-5-19 
SeIncreaseBasePriorityPrivilege = Administrators 
SeLoadDriverPrivilege = Administrators 
SeLockMemoryPrivilege = 
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SeBatchLogonRight = 
SeServiceLogonRight = *S-1-5-20 
SeInteractiveLogonRight = Users,Administrators 
SeSecurityPrivilege = Administrators 
SeSystemEnvironmentPrivilege = Administrators 
SeManageVolumePrivilege = Administrators 
SeProfileSingleProcessPrivilege = Administrators 
SeSystemProfilePrivilege = Administrators 
SeUndockPrivilege = Users,Administrators 
SeAssignPrimaryTokenPrivilege = *S-1-5-20,*S-1-5-19 
SeRestorePrivilege = Backup Operators,Administrators 
SeShutdownPrivilege = Users,Administrators 
SeSyncAgentPrivilege = 
SeTakeOwnershipPrivilege = Administrators 
[Profile Description] 
Description=AGM III Windows XP SP2 Template  
[Registry Values] 
MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\Winlogon\AutoAdminLogon=4,0 
MACHINE\System\CurrentControlSet\Services\Netlogon\Parameters\SignSecureChannel=4,1 
MACHINE\System\CurrentControlSet\Services\Netlogon\Parameters\SealSecureChannel=4,1 
MACHINE\System\CurrentControlSet\Services\Netlogon\Parameters\RequireStrongKey=4,0 
MACHINE\System\CurrentControlSet\Services\Netlogon\Parameters\RequireSignOrSeal=4,0 
MACHINE\System\CurrentControlSet\Services\Netlogon\Parameters\MaximumPasswordAge=4,30 
MACHINE\System\CurrentControlSet\Services\Netlogon\Parameters\DisablePasswordChange=4,0 
MACHINE\System\CurrentControlSet\Services\LDAP\LDAPClientIntegrity=4,1 
MACHINE\System\CurrentControlSet\Services\LanmanWorkstation\Parameters\RequireSecuritySignature=4,0 
MACHINE\System\CurrentControlSet\Services\LanmanWorkstation\Parameters\EnableSecuritySignature=4,1 
MACHINE\System\CurrentControlSet\Services\LanmanWorkstation\Parameters\EnablePlainTextPassword=4,0 
MACHINE\System\CurrentControlSet\Services\LanManServer\Parameters\RequireSecuritySignature=4,0 
MACHINE\System\CurrentControlSet\Services\LanManServer\Parameters\NullSessionShares=7,COMCFG,DFS$ 
MACHINE\System\CurrentControlSet\Services\LanManServer\Parameters\NullSessionPipes=7,COMNAP,COMNODE,SQL\Q
UERY,SPOOLSS,LLSRPC,EPMAPPER,LOCATOR,TRKWKS,TRKSVR 
MACHINE\System\CurrentControlSet\Services\LanManServer\Parameters\EnableSecuritySignature=4,1 
MACHINE\System\CurrentControlSet\Services\LanManServer\Parameters\EnableForcedLogOff=4,1 
MACHINE\System\CurrentControlSet\Services\LanManServer\Parameters\AutoDisconnect=4,15 
MACHINE\System\CurrentControlSet\Control\Session Manager\ProtectionMode=4,1 
MACHINE\System\CurrentControlSet\Control\Session Manager\Memory Management\ClearPageFileAtShutdown=4,1 
MACHINE\System\CurrentControlSet\Control\Session Manager\Kernel\ObCaseInsensitive=4,1 
MACHINE\System\CurrentControlSet\Control\SecurePipeServers\Winreg\AllowedPaths\Machine=7,System\CurrentControlSe
t\Control\ProductOptions,System\CurrentControlSet\Control\Print\Printers,System\CurrentControlSet\Control\Server 
Applications,System\CurrentControlSet\Control\Services\Eventlog,Software\Microsoft\OLAP 
Server,Software\Microsoft\Windows 
NT\CurrentVersion,System\CurrentControlSet\Control\ContentIndex,System\CurrentControlSet\Control\Terminal 
Server,System\CurrentControlSet\Control\Terminal Server\UserConfig,System\CurrentControlSet\Control\Terminal 
Server\DefaultUserConfig 
MACHINE\System\CurrentControlSet\Control\Print\Providers\LanMan Print Services\Servers\AddPrinterDrivers=4,1 
MACHINE\System\CurrentControlSet\Control\Lsa\RestrictAnonymousSAM=4,1 
MACHINE\System\CurrentControlSet\Control\Lsa\RestrictAnonymous=4,1 
MACHINE\System\CurrentControlSet\Control\Lsa\NoLMHash=4,1 
MACHINE\System\CurrentControlSet\Control\Lsa\NoDefaultAdminOwner=4,1 
MACHINE\System\CurrentControlSet\Control\Lsa\MSV1_0\NTLMMinServerSec=4,537395200 
MACHINE\System\CurrentControlSet\Control\Lsa\MSV1_0\NTLMMinClientSec=4,537395200 
MACHINE\System\CurrentControlSet\Control\Lsa\LimitBlankPasswordUse=4,1 
MACHINE\System\CurrentControlSet\Control\Lsa\FullPrivilegeAuditing=3,1 
MACHINE\System\CurrentControlSet\Control\Lsa\ForceGuest=4,0 
MACHINE\System\CurrentControlSet\Control\Lsa\FIPSAlgorithmPolicy=4,0 
MACHINE\System\CurrentControlSet\Control\Lsa\EveryoneIncludesAnonymous=4,0 
MACHINE\System\CurrentControlSet\Control\Lsa\DisableDomainCreds=4,1 
MACHINE\System\CurrentControlSet\Control\Lsa\CrashOnAuditFail=4,0 
MACHINE\System\CurrentControlSet\Control\Lsa\AuditBaseObjects=4,1 
MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\System\UndockWithoutLogon=4,0 
MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\System\ShutdownWithoutLogon=4,0 
MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\System\DontDisplayLastUserName=4,1 
MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\System\DisableCAD=4,0 
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MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\ScRemoveOption=1,"1" 
MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\PasswordExpiryWarning=4,14 
MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\ForceUnlockLogon=4,1 
MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\CachedLogonsCount=1,"2" 
MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\AllocateFloppies=1,"1" 
MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\AllocateDASD=1,"0" 
MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\AllocateCDRoms=1,"1" 
MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Setup\RecoveryConsole\SetCommand=4,0 
MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Setup\RecoveryConsole\SecurityLevel=4,0 
MACHINE\Software\Microsoft\Driver Signing\Policy=3,1 
MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\SafeDllSearchMode=4,1 
MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Explorer\NoDriveTypeAutoRun=4,255 
MACHINE\System\CurrentControlSet\Control\Lsa\LmCompatibilityLevel=4,1 


